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The trainees will detect and analyze advanced malwares in class The trainees will detect, analyze
and handle a real-live advanced APT

m Trainees: 12 Level: Advanced

Topic: IR Sector: OT Sub Sector: Generation

Description

Trainees delve into advanced theoretical knowledge and practical exercises in organizational cyber-threat
incident response processes. They will master key concepts and tools, including managing corporate security
policies, updating organizational procedures, assessing damage severity, and effectively detecting and
mitigating cyber-attacks under realistic APT conditions. The training's tools, materials, and scenarios are
customized to address the unique challenges and requirements of Industrial Control Systems (ICS)
environments.

-Incident Response Team Member

-IT/OT Professional

-Junior OT security personnel in process of qualification
-Technical personnel in the fields of OT

-SOC Analyst

-Acquire the necessary expertise, methodology and practical

Training Outcomes experience required to become a skilled First Responder or

Incident Response team member in organizations of all sizes




Mandatory Prerequisites

e Basic background knowledge of information security concepts and solutions
Acquaintance with the key concepts in the fields of cybersecurity and

forensics, such as exploitation, vulnerabilities and information gathering
e OT background

e Incident Response Essential for OT

U Contact information

For any inquiries on this course, reach out to:

info@cyberpax.eu
+30 210 7525 363
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